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1 PRESENTATION OF K.SIGN®

1.1 Description

You have just received a K.Sign® key allowing you to use the Adobe Systems Incorporated (Adobe)
document signing technology called Certified Document Services (CDS).

This turnkey solution provides all the necessary components enabling a private individual or legal
entity to produce a legally binding signature.

K.Sign® for PDF offers:

1. A means of digitally identifying signatures using an X509 certificate, universally recognized by
the full range of Adobe products.

2. A digital signature tool, in the form of a cryptographic USB token, that can be used to create
certification signatures (Adobe Acrobat®) and approval signatures (Adobe Reader® extension).

3. Compatibility with Adobe Reader® V7+, available on all environments (Microsoft Windows,
Linux, Apple Macintosh) and in all languages, for signature verification.

4. A long-term archiving format, because it combines a signing tool with time stamping (TSP
RFC3161) and OCSP (Online Certificate Status Protocol) certificate verification services provided by
KEYNECTIS (creation — in a way that is totally transparent for users — of a signed, “self-contained”
PDF document with integrity and non-repudiation functions that are unalterable over time).

1.2 Usage and signature type

PDF is an ISO format that offers the advantage of being accessible by all computers currently on the
market. The PDF format also owes its success to the fact that it enables documents to be preserved
and used in the long-term, thus reducing the need for paper documents.

In order to adapt to new needs resulting from the use of the Internet and paperless business
procedures, Adobe has integrated digital signatures within the PDF format itself, thus providing an
electronic document that offers:

= The same legal value as a paper document

= The same ease of use as a signed paper document (the signature and its verification cannot be
dissociated).

Meaning of verification and validity codes generated by Adobe tools currently on the market

Valid Approval Valid Certification o . Invalid
. . The validity of the document is unknown. :
Signature Signature signature

The author could not be verified.
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With K.Sign®, you can sign all of your PDF documents using the two types of signature available from
Adobe:

Certification signature, symbolized by the “Blue Ribbon” q .

e Applicable in visible mode (displaying an icon) or invisible mode. Generates an information
bar about the document’s signature when the document is opened.

e Used by a document’s author to guarantee document integrity, this signature is the first to be
applied to documents requiring multiple approval signatures.

e The certification signature is only applied with Adobe Acrobat (V 7+).

Approval signature, symbolized by the pen

e Applicable in visible mode (displaying an icon) or invisible mode. Does not generate an
information bar (except for V9.0).

e Used to sign forms with specific signature fields, native PDF documents (manual positioning
of signature field) and documents requiring multiple signatures, this signature guarantees the
integrity of fields modified by the signer in a form.

e The approval signature is applicable with Adobe Reader® (document with Reader Extension
function) and with Adobe Acrobat® (V 7+).

2 PRIOR TO INSTALLATION

2.1 Software and hardware pre-requisites

2.1.1 Software required to use K.Sign® with Adobe Acrobat Reader®

You can sign PDF documents (documents and forms with Reader Extension function) using Adobe
Acrobat Reader® software. You will find the list of the technical pre-requisites for installation on the
following website:

http://www.Adobe.com/products/reader/productinfo/systemreqs/

2.1.2 Software required to use K.Sign® with Adobe Acrobat®
You can sign PDF documents (documents and forms) with Adobe software products from the

Acrobat® range (Acrobat Standard Edition, Acrobat PRO Edition, Acrobat 3D Edition starting from
Version 7). You will find the list of the technical pre-requisites for installation on the following website:

http://www.Adobe.com/products/acrobatpro/productinfo/systemreqgs/

2.1.3 Hardware and software required to install the Gemalto USB token
In order to use the GEMALTO USB token, you must install a driver on your operating system

(Microsoft Windows, Apple Macintosh or LINUX) so it will recognize the token. You will find the list of
the technical pre-requisites for installation on the following website:

http://www.keynectis.com/en/digital-signature/technical-features.html

The USB token is composed of a cryptographic card, such as the TPC IM CC card, installed in a USB
driver referenced as “USB Shell TOKEN” by GEMALTO. It was delivered to you with an installation
CD or documentation enabling you to download the middleware required when using it with digital
signatures.

To install the GEMALTO Classic Client component, you must have administration rights on the
computer.
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2.1.4 Hardware
Each individual compatible PC must have at least the following:

«50 MB of available drive space

«A Pentium Il 200 MHz or equivalent processor

«A VGA graphics card supporting at least 256 colors

2.1.5 Qperating system

GEMALTO Classic Client is available in two versions: one for 64-bit Operating Systems and one for

32-bit Operating Systems. You may use the table below to determine which version is appropriate for
your OS.

Operating System Bits
Microsoft Windows 2000 Professional (with SP4) 32
Microsoft Windows XP Home (up to SP2) 32
Microsoft Windows XP Professional (up to SP2) 32 and 64
Microsoft Windows Server 2000 32
Microsoft Windows Server 2003 32 and 64
Microsoft Windows Vista 32 and 64

2.1.6 Compatibility with other usages
«Citrix Metaframe® Presentation Server and Citrix Metaframe® Presentation Server V4

=Microsoft Terminal Services Windows 2003

2.2 Microsoft Vista® users

Any problems encountered while installing GEMALTO Classic Client in your Microsoft Vista
environment can probably be resolved by modifying the UAC (User Account Control) in the Microsoft
Vista configuration panel.

R -t + Compis fieinr P Te T et -
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Once the middleware has been installed, remember to reset the UAC to its initial position.
3 INSTALLING K.SIGN® ON MY PC WITH MICROSOFT WINDOWS

3.1 Step 1 Ceheck received elements
You have received the following information through two different channels:

e Your K.Sign® key

e Your confidential PIN mailer.

e An email from KEYNECTIS customer service informing you that your request has been
validated and providing list of master URL and revocation code if necessary.

Deaar Customer

Your request for K.Sign certificate has been validated by Service Clients de KEYNECTIS :
Common Name: .

Email :

Organisation :

Department :

Title :

City :

State :

Country:

Revocation code : xxxxxx.

You can download and save the installation kit for your USB KEYB now at the following URI:

http://www.keynectis.com/en/support-information.html and

At the end of tinstallation,please download the Acceptance PDF forms at the following URI :

http://www.keynectis.com/static/content/common/ksign/MOD_KSign Agreement for delivery GB s.p
df

Then sign it with your K.Sign and email it as attachement file to : service.clients@keynectis.com
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If you have not received all 3 elements, email to service clients de KEYNECTIS:

service.clients@keynectis.com

3.2 Step2 Installing GEMALTO Classic Client driver
Download the installation kit available on the KEYNECTIS website:

http://www.keynectis.com/en/digital-signature/technical-features.html

Select the 32- or 64-bit kit based on your OS and save it on your computer.

Unless your computer is already equipped with a smartcard drive, expand the .zip file and use the
automatic installation function by double-clicking the Classic_Client_User_setup.msi file.

After rebooting your PC and inserting the K.Sign® USB key, your environment should automatically
recognize the key (new component installation) and the green light should be permanently illuminated
on the USB token. Using Gemalto toolbox program provides you access to Key management
functions..

3.3 Step 2 Modifying the PIN code

The K.Sign® key attributed to you does not contain any certificates and was initialized with a PIN
code provided in the confidential mailer you received. It is important that you initialize the PIN code
prior to generating your key pairs and to downloading the related signature certificate.

The K.Sign® key has been personally attributed to you. It is your responsibility to protect it using two

GemSafe gemailo

eco

o

GemSafe 3 :
‘ - gamltc? :

e

About using the K.Sign® key as a security container: the K.Sign® key can be used to store other
certificates to enable secure portability. For further information, please see the section on certificate
import functions described in Chapter 4 (User Tasks, Managing Certificates) of the document entitled
Classic_Client_User_Guide.pdf.

3.4 Step 3 Acknowledging receipt and verifying installation

To ensure your K.Sign® key has been properly installed, you must digitally sign the K.Sign®
acceptance document and return it by email to: service.clients@keynectis.fr.

Download the PDF entitled AcceptationKsign.pdf from the following address:

http://www.keynectis.com/en/support-information.html

Then digitally sign the document using one of the following software products:

- Acrobat® Standard or Pro Release 8 or Release 9

Ksign_for_Windows_Installation_and_User_Guide_2.1.doc
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- Adobe Reader® Release 8 or Release 9

Important:

If your computer is equipped with Version 7 of any of these products, please contact
service.clients@keynectis.fr to receive a patch enabling your signatures to support the time stamping
function.

If your computer is not equipped with any of these products, you can download Adobe Reader® 8 or 9
free of charge from the following address: http://www.adobe.com/fr/products/reader/.

3.4.1 Signature verification on your computer

After opening the document, the following validation banner will be displayed (R8 and R9):

i o K.SIGN FOR PDF_FRsigné.pdf - Adobe Acrobat 3D

£ Fichier Edition  Affichage Document Commentaires  Formulaires Outils Options avancées Fenétre  Aide *

= =S

= T e = ~
| Créer.un fichisr PDF ~ Combiner des fichiers = Exporter = M | ﬁ Protection = f Signature *  |=5| Formulaires = | ¢ Révisions et commentaires
& e @loeot gl : = "

O OBl & [ 2 lews bl &) & 8@ [70% | fli=8 ]

75

For Version 7, the following document status window will be displayed

e ST

¥ | Adobe Reader - [K.SIGN FOR PDF_FRsigné.pdf] =[=]x]
) Fichier Edtion Affichage Document Outls Fendtre 2 12l
=, Al a = iR
P Bllenresverunecopie (=) @ @ | &) [ sétectionner fing | OB N AN ‘ 312 @ace - |- v ‘ Adobe Reader 7}7
S
Sion’ for PDF .
°eN1ON TNr
Etat du document
e documert est doté dun état ou de fonctions spéciaus.
[~ Etat du documen
[a Certification VALABLE.
Ce document 2 eké certifié 4 l'aide de la signature numérique apposée par ©
hlam : Business Development Department
Saciété : Entreprise KEYMECTIS
Delivré par ; KEYNECTIS K.Sign €DS
La signature rumérique est valable et le document n'a subi aucune modification depuis quil @ &t signé.
Cliquez sur Propriétés de la signature afin dafficher des informations supplémentaires sur | signature et sa validits, La
confiance que vous accordez 4 ce document implique que vous acceptiez les clauses stipulées dans |2 texte présenté
lorsque vous diquez sur Infarmations juridiques.
mble
Paur afficher ultérieurement les informations sur la signature, diquez sur fanglet Signatures ci-contre, sélectionnez la dans
signature de certfication st choisissez Proprigtés dans | menu Options,
@ KEY ution
E K.Si {Tnfarmations uridues... 3| Proprietss de la signature. .. ksant
8 lan
£ . I Me plus afficher cette boke de dialogue & la prochaine ouyerture du document, .
K.Si irant
| Les icfines détat du document sont taujours situées dans le eoin inférieur gauche de la fenétre du document. Cliquez sur [une de ces
" utili canes pour afficher & nouveau cette boite: de dalogue.
8
o}
% Fermer
£
3 Ksmgmrorrorcompreme————————————xempres uusages e reogm—Tor PDF
Louverture d’'un abonnement K.Sign® for PDF @ Facture électronique
accessible sur carte cryptographique avec
ifirnt d'idantitd at da ci Publication de comptes annuels d'entreprise _'I
= 7 [T
L= [ alTzc=2h b [0 @ FEIS

+ @ioémarrer| | (2 @ 7 @ | L lesclenticirempechang... | £ cpocuments and sattin... || <] adobe Reader - [K.SL.. | & 2R3 1450

3.4.2 Signing the acceptance document
1) After verifying the certification signature information and completing the fields to identify you, click
the signature field.
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Delivery and Agreement of use
for K.Sign for POF Signature device and associated certificate

I theundersigne, [ |

Frmcorpery: | ]
ety reception of K Sign Toten wiih cerf#icaie issued by KEYNECTIS

| carty thal pickup pr has ine key-palr 3 nsioethe
SmaErican deyice.

R g on L e iortet ey of ey aveumén)

Ny SleCioiC SIgNaNE efow WA Taioed SME SIETEg ISrmElan 15 e Pt of asitery of 2
cersfnals” on LSS emartcard Key

'awp;)u'ﬂrsam)cdu:mm (Criginai) for End user, One olher for KEYNECTIS {Customer
sandces,

Copyright KEYHECTIS 2003 1A00_K-eign Agreemant for aélivery vi0_GSidoe

2) One of the following windows will appear:

Signer le document E] _
Signer le document |

o 1D numétique b oprment
A q
Adobe

ID numerigue :

Identification Numérique

Signature de transaction, Signature
de document, Chiffrement de clé % =
e A Identification Numérique
o Adobe
KEYNECTIS K.Slgn €05 Signature de transaction, Signatura
! de document, Chiffremnent da clé
Digarerert ki Dekcnin - CoTem e s TG byTSILE
Aspect : | Texte standard v |@ 2011/04/08 15:44:56 +02'00"
D e pa rtem en SL”ZT?foSZi"i'fW“Z:f Deparement KEYNECTIS KSign CDS
: ON:o-FR oEmireprse
Business e

en=Depanement Businzss

D eve IO p me n gemw:tn;r&nime 17:57:38 +0200°

Aspect | Texte standard . |@

Signatur Erigue de Depariement
Departement S same =™
5 OM : c=FR. o=Enfreprse
BUSIness FEYNECTIZ. ou=0002 471217318,
=GemPCHKey DeBu 0033,
Autres informations @ :FBE:E.'TENZ:II BE\.reLilness

Emplacement : iparis L3eme Deve IO p me n g::b;anﬁ.egnf 0.08 12:00:36 +02°00°

Coordonnées idnminl'que manenc

Motif @

<EUCUNe > it |

’Actualiser_les ID] [ Sigrer: J [ Annuler ]

[ActualfserlasIDJ [ Signer ] l Annler
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3.5 Using K.Sign® with multiple certificates

When your computer contains several certificates, Adobe might propose a certificate other than the
K.Sign® certificate. To make sure you are signing the right certificate, you should see the following
information when you select the certificate from the list box:

Signer le document

Departement Business Development
enri Jacques MARTIN
Mo ATS Admin

3) Make sure the digital ID matches the K.Sign® certificate. This means that:

- the Adobe logo is displayed in the upper part of the frame

- the KEYNECTIS K.Sign® CDS label is displayed as above

If these items are not displayed, select the digital ID in the Digital ID window as indicated above.

Then click the “Sign” button.

4) Save the file in the directory of your choice.
5) Enter the PIN code of your K.Sign® key.

6) Email the signed PDF to service.clients@keynectis.com

4 CONFIGURING A DIGITAL SIGNATURE

You can sign your documents from your computer using ADOBE Acrobat® or ADOBE Reader® (if the
PDF has Reader Extension modification rights).

Adobe products can be configured to allow you to modify the appearance of your signature in the PDF
documents you wish to sign.

A video on how to produce a signature with these products can be viewed at the following address:

http://www.Adobe.com/products/acrobat/tutorials/signingdocs/index.html.

The parameters can be accessed from the Edit/Preferences/Protection menu:

Ksign_for_Windows_Installation_and_User_Guide_2.1.doc 11
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=y - S, s
&j Expoarter = M_l._'[ - ﬁ Protection = f Signature = El Formulaires = 9 Revizionz et commentaires =
i

NI =

Ju Formulaire; cheisissez Diffuser le formulaire dans b menu Formulaires afin de Perover aux EI Mektra 165 Shanpé

TODIET
E Caller Chrl+y

Capier |e fichier dans le Presse-papiers

Séleckionnet bout Chr+A
Désélectionnet tout Maj+ e
Werifier lorthographe 3
Rechercher Chrl+F .
i signamre
Recherche avancés Maj+Chrl+F
Résultats de la recherche 3

Préférences... Tk

|ﬂ Protection = f Signature @ Formulaires = ?Héwswnns et-commentaires -

Catégories :

Signatures numeriques

Authentifier les signatures & l'ouverture d'un document

~

Accessibilie [T afficher les documents en mode Apercu du document lors de la signature

Capture 30

Capture Web Aspect

Catalng |bizdev A | Créet,.,
Conkenu 30 : Jawehsin =
Conversion au Format PDF

Conversion du Format: PDF | th?n;sa.scook 3 ‘ Meelfier
Fiabilité des contenus multimedia :2:‘: b:ag:k =
Formulaires | iﬁco

Gestion des couleurs | gincoZ

Gestionnaire des approbations - =
Identits [EQTE@ et —
Internationales

Inernet

JavaScript

Lecture

Mesures (20)

Mesures (30)

Multimédia

Mouveau document

Recherche

Retouche W

Réunion

Réwision

R e L]

& I I3

4.1 Modifying the appearance of your signature in documents

You can modify the appearance of your digital signature in your documents (for visible signatures
only). To do so, use the “Create” button shown in the window above.
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You can create as many different signatures as you wish by saving each signature under a different
name. They can then be modified/deleted using the options in this window.

This window is dynamically modified each time you modify a checkbox.

When you have obtained the desired signature, complete the title field and click OK. The software will

save your signature and allow you to modify it at any time.

Important: If you want to insert a LOGO into your signature, you must provide it in PDF format.

: Configuration de l'aspect de la signature

Tikre ]

apercy

Signature numerigue de Nom de ['utiisateur
DN : ldentifiant de l'utilisateur

Motif - Motif de la signature

Lieu : Lieu de la signature

Date : 2008.10.17 16:13:55 +C&'Dﬂ'

3 Configuration de limage
3 Affichage ; () Aucunie image Importer fimage depuis |

{7 Image imporkées e

O Marn

Configuration du texke

Affichage : Mam Lieu Identifiant Logo
Date Matif Libellés

Proprigtés du texke

Sens du kexke ¢ (%) Aukomatique (") Dz gauche & droite " Dz droite & gauche

Chiffres : | 0123456759 vl

(814 ] [ Annuler J
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4.2 Modif

lemo. pdi

rnenkai o

-? Révisions et commentaires

(== =
*_| créer un fichier POF ~ @J Combiner des fichiers =

L =
=| Remplissezle
= destinataites f

Préférences

(Zatégories :

mls

Accessibilicé.

Capture D

Capitute Web

Catalog

Coritenu 30

Corversion au Format POF
Conwersion du format POF
Fiabilité des contenus multimédia
Formulaires

Gestion des coulsurs
Gestionnaire des approbations
Identité

Internationales

Internet

Javascript

Lecture

Mesures (20

Mesures (30

Multimédia

Mouveau document
Crthographe

Protection
Recherche
Retouche
Réurion

& F
Exporter = “%_j - lﬂ Protection = f&gnature . @ Formulsires =

1% [

Signakures numériques
hentifier les signatures 4 l'ouverture d'un docurment

hier e documents en mode Apercu du document lors dela signature:

Finps 20 5!

ibzdey

| kwebsign

| thomascook,
i quicksign

| Basybank,
it@?nco
isoincoz

{ Fampankeyriectis

Préférences avancées..,

OF.

] [ Annuler ]

Before applying your signature, the products can perform two types of control: type /A (Archivable) or
type /Q (Archivable with modifiable data). This option can be activated using the checkbox circled in

the window above (View documents in preview mode when signing).

4.3 Enabling reasons and location parameters when signing

If you would like optional information concerning your location and contact details to appear in your
signature, use the “Advanced preferences” button (“Creation” tab) to select the two checkboxes as

shown below:
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Préferences avancees des signatures nu

Authentification i Création E-_l'llltn-égra.t-inn é“'.\;‘;-;il-ﬂ-ciaws_'

Méthode de signature et de chiffrement par défaut i Protection Adobe par défaut
[_lInclure I'état de révocation de |a signature
[[~] Bficher les motifs lors de la-signature
reficher e lieu et les coordonnées lors de la signature
Activer |a révision des avertissements de document ; Jamais v |
Empécher |a signature jusqu's la révision des avertissements de:document ¢ . Jamais W |
-

5 REVOKING A CERTIFICATE
If, for various reasons (loss, theft, etc.) you are no longer in possession of your K.Sign key, you can
request that it be revoked by KEYNECTIS.

Revoking a certificate prevents third parties from using it and from gaining access to your PIN code.

Revoking a certificate prohibits producing a signature with the certificate, starting from the revocation
date.

Revoking a certificate has no impact on signatures previously signed with your K.Sign key, because
signed documents are self-contained and time stamped.

You may choose from two revocation procedures:

Procedure 1: Call or send an email to KEYNECTIS customer service, which will revoke your
certificate during the business hours indicated in the General Terms of Sale.

Procedure 2: Connect to the following URL, complete one of the fields in the form (Email)
and enter the revocation code you chose (and saved) when you purchased your K.Sign key:

https://kregistration-user.certificat2.com/eCommerce/KSSL/KSIGN:IHM
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6 INSTALLATION SUPPORT

6.1 KEYNECTIS customer service
KEYNECTIS customer service can be reached as indicated on the KEYNECTIS website:

http://www.keynectis.com/en/support-information.html

6.2 Frequently asked questions

In addition to the information about using K.Sign® provided below, further technical information is
available on the KEYNECTIS website: http://www.keynectis.com/en/digital-signature/cds-faq.html

Your Adobe software saves the most recent signature format used, meaning you do not have to
complete all the fields each time you use your signature.

If you sign several documents without closing your Adobe application, you will not have to enter your
PIN code each time you use your signature.

6.3 Bibliography
For further information about Adobe software products and the digital signature we use, please visit
the Adobe website at the following address: http://www.adobe.com/devnet/acrobat/security.html.

For further information about the Gemalto USB keys and how they are used, please visit
http://support.gemalto.com/.
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